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ABOUT US

We are NPC (NI) Limited, a company incorporated in Northern Ireland with its registered address at c/o DNT
Chartered Accountants, Ormeau House, 91-97 Ormeau Road, Belfast, Antrim, BT7 1SH, with registration
number: NI626749 (we, us, our).

We provide our clients with a number of services;

.2.1. ISO standard related consultancy services
.2.2. Health, Safety & Welfare consultancy services
.2.3. Access to our bespoke web based software product that assists those organisations in achieve 1SO

certification should they seek it.

WHO DO WE HOLD DATA ABOUT?

The nature of our Services means that we may obtain and use Personal Data (that is information relating to
an individual who can be identified) which we collect about or from our clients or prospective clients;

(i)  Prospective Clients: that is people in organisations which we think might be interested in becoming
a client of ours. Any reference in this notice to Prospective Client Data means Personal Data about
Prospective Clients;

(i)  Client Contacts: that is people in our clients’ organisations who have been designated as the relevant
party to contact in connection with the provision of our Services (1.2). Any reference in this notice to
Client Contact Data means Personal Data about Client Contacts;

(iiiy Job Applicants, Current & Former Employees: that is the individuals that the company has
engaged with during recruitment exercises and those that are / have been employed by the company.
Any reference in this notice to Job Applicants, Current & Former Employees Data means Personal
Data about those individuals;

(iv) Other Third Parties: that is people in organisations that we interact with during the course of our
business that are not a client or a prospective client. Any reference in this notice to Third Party Data
means Personal Data about individuals that represent those third parties;

We will hold Personal Data about the categories of individuals listed above (each such individual, a Data
Subject) as a Controller, which means that we make decisions about what data we collect and how it should
be used to best serve our purposes. The reason for this notice is so that each Data Subject is clear as to what
data we collect about them, what we do with that data, how long we store it for and their rights in relation to
that data.

In addition to the above, we may also hold Personal Data about individuals who can be identified from the
data our clients want us to help them manage as part of our Services (Managed Data). We will only be
handling this data as a Processor, which means that our client is the Controller and makes the decisions
about what data it wants to collect and how to use it. This privacy notice does not cover how we use the
Managed Data. Any Managed Data will only be processed in accordance with our client’s instructions. As a
Processor, we are required to enter into an agreement with our client setting out the terms of processing. If
you would like to know more about this, please feel free to contact us at: hello@newpconsulting.com.

ABOUT THIS NOTICE

Under the General Data Protection Regulation (EU) 2016/679 (GDPR) and the Data Protection Act 2018, we
are required to provide individuals about whom we hold data as a Controller certain information about what
we are doing with their data. This notice is intended to do just that. We've listed the individuals this notice is
addressed to at paragraph 2.1 above.

This notice only deals with our use of Personal Data. If you click on any links to third party sites or products,
you should check their privacy notices before disclosing any Personal Data to them.

SF 05 Issue 2 Company Registration No: NI626749. V.A.T Registration No: 214 9248 11. Page 10of 9

Registered Office: c/o DNT Chartered Accountants, Ormeau House, 91-97 Ormeau Road,
Belfast, Antrim, BT71SH, UK.


mailto:dpo@newpconsulting.com

NEW PARADIGM

CONSULTING ( p
Privac Y Notice “The Fresh Approach”

3.3. We might need to change this privacy notice from time to time. We will publish our privacy notice on our
website (available at https://newpconsulting.com/) and do our best to update you directly if we think the
changes might affect you. Please do keep an eye on our notice before sending us any Personal Data.

3.4. If you have any questions about this notice feel free to send us an email to hello@newpconsulting.com.

4. WHAT PERSONAL DATA DO WE COLLECT AND WHERE DO WE GET IT FROM?

Prospective Clients

4.1 There are a number of ways we might collect information about Prospective Clients:

(i)  If you contact us directly (whether by calling us up, sending us an email or if we meet you somewhere
in person) and you ask for information about our Services, we may retain information about your
request, including your name, where you work and your contact details.

(i) Our marketing team may also carry out its own research using online sources to try to locate businesses
and key contacts within those businesses who we think may be interested in hearing about our Services.

(iii)  If you sign up to receive our newsletter or receive marketing information from us, we may retain
information about marketing preferences and any contact details you provide us with.

(iv)  Our clients may provide us with your details as part of our services (1.2) in helping them achieve their
ISO certification.

Client Information

4.2  We may collect Client Information in the following ways:

0) Primarily we will obtain Client Contact Data from our clients when they instruct us who we should
contact in connection with our Services. This is likely to include their name and business contact details
as well as their role in our client’s business. We will also need to hold information about our client which
we need to set them up as a client and avail of our rights and fulfil our obligations under any services
agreement we enter into with them. This is likely to include our clients’ financial data as well as details
of any past transactions and payment history with us.

(i)  If our client contacts us directly with a support request or other issue (whether by email, telephone or
letter), we may retain details of the request for our records and to make sure that the issue was properly
resolved.

(iii)  Due to the nature of our service provision, we may need to access personal data relating to our clients’
employees / customers / Supply chain partners. The purpose of this is to provide documented evidence
to certification body auditors to ensure our clients are compliant. Only the data required will be obtained
and stored. If we are required to store this ourselves (Server/cloud storage), it will be subject to the
controls in place as per Section 8 of this privacy notice.

(iv)  If our client signs up to receive our newsletter or receive marketing information from us, we may retain
information about marketing preferences and any contact details our client provides us with.

Job Applicants, Current & Former Employees

4.3. We collect Data in the following ways:

() When individuals apply to work with us, we will only use the information they supply to us to process
their application and to monitor recruitment statistics. Where we want to disclose information to a third
party, for example where we want to take up a reference or obtain a ‘disclosure’ from a credit or criminal
reference agency we will not do so without informing them beforehand unless the disclosure is required
by law.

(i)  We may retain anonymised statistical information about applicants to help inform our recruitment
activities, but no individuals are identifiable from that data.
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Other Third Parties

4.4 We collect Data in the following ways:

(i) Primarily through email and letter, we will obtain personal details of the representative of that
organisation for us to carry out the agreed / contractual arrangements between our respective
organisations. This information will be stored securely as detailed within Section 8.

Website & Social Media

4.5 Our website at www.newpconsulting.com is for promotional purposes and does not collect personal information
during use. Please note the ‘contact us’ operation will temporarily store the information entered. The website
does utilise ‘cookies’. Cookies are small text files that a website transfers to a site visitor's hard disk or browser
for added functionality, or for tracking website usage. We do not use cookies to gather personal information
such as a person's name or email address. In order to measure the effectiveness of our online presence, we
may use cookies to identify repeat visitors to our site and to determine the path visitors take on our site, or
other analytic process. Any information gathered by the use of cookies is compiled on an aggregate, anonymous
basis through Google Analytics. The cookies on our website will transfer a record of when and how often you
visit; the last time you visited; how long you stayed; where you access the site from, what browser you use,
how you reached our website; which links you click on; and to throttle request rate.

4.6 Our software product ‘ISOCaaS©’ hosted at www.isocaas.com is used by our customers/clients to store
information that helps them with meeting their ISO standard obligations. Using the product will require certain
personal information (Name, email address) to be stored. This personal information is likely to belong to client
company staff and employees of supporting organisations. The website does utilise an authentication ‘cookie’ to
authenticate and authorise user login.

4.7 Use of cookies is an industry standard and many websites use them. If you do not wish to receive cookies, or
want to be notified of when they are placed, you can set your web browser to do so, if your browser so permits.

4.8 Website Security - We use a third-party service to help maintain the security and performance of our website.
To deliver this service it processes the IP addresses of visitors to our website.

4.9 Social Media — We only use social media platforms / aggregator applications for sharing information about our
company, engaging with those that have interacted with us and contributing to news / comments / groups that
are relevant to our service offerings.

5. SPECIAL CATEGORIES OF DATA AND CRIMINAL OFFENCE DATA

5.1 In the UK some types of Personal Data are afforded special status because they are considered to be more
sensitive in nature and could potentially cause more harm to an individual if the data was misused. These are:

e Special Categories of data include details about an individual’s race or ethnicity, religious or
philosophical beliefs, sex life, sexual orientation, political opinions, trade union membership, information
about health and genetic and biometric data; and

o Criminal Offence Data means data relating to an individual’s criminal record.

5.2  We do not require nor request any data of this nature from Prospective Clients or Clients Contacts for the
provision of our Services.
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6. HOW WE USE PERSONAL DATA AND OUR LAWFUL BASES FOR DOING SO
Prospective Client Data
6.1 We may use Personal Data about Prospective Clients as set out in the table below.
PURPOSE DESCRIPTION LAWFUL
BASIS
To provide If you have asked us to do so, we may use the details you give us to | Consent
you with provide you with information relating to or a quote for our services.
information We would usually do this by email.
about our
services
Marketing We might use the contact details you have provided us with to send | Legitimate
you emails about events we are running or information about our | Interest
Services which we think might be of interest to you. We will always
include an opt-out in any such emails.
Marketing We might use the contact details you have made publicly available to | Legitimate
send you emails about events we are running or information about our | Interest
Services which we think might be of interest to you. We will always
include an opt-out in any such emails.

Client Contacts Data

6.2

We may use Personal Data relating to Client Contacts for the following purposes:

PURPOSE

DESCRIPTION

LAWFUL BASIS

To provide our
client with
services

This includes recording and retaining communications with our

Necessary for

the

clients about their requirements, policies and infrastructure as
well as the nature of the data they collect and store, and using
that information to fulfil our contractual obligations.

performance of the
contract / Legitimate
Interest.

Administration
and Dispute
Resolution

We may also need to process Personal Data about you to meet
our internal administration requirements, to facilitate
payments and, as well as for matters such as dispute
resolution.

Legitimate Interest

Marketing

From time to time we might send you an email about events
we are running or other products or services which we think
might be of interest to you. We will always include an opt-out
in any such emails.

Legitimate Interest

Marketing

We might use information about people who have purchased
our products / services to carry out a survey to find out if they
are happy with the level of service they received, request
some feedback or ask you for your contact details in order to
collect proposals from certification bodies.

Legitimate Interest /
Consent
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Job Applicant, Current & Former Employee Data

6.3 We may use Personal Data relating to this group as set out in the table below.

[\ ),

“The Fresh Approach”

PURPOSE DESCRIPTION LAWFUL BASIS
To allow us to An applicant will submit their personal date to facilitate the | Consent
establish your processing of their application. Furthermore, it allows us to
suitability for ensure that we can monitor recruitment statistics.
the advertised
role and to
meet our
legislative
requirements
Administration | We may also need to process Personal Data about you to meet | Consent
& Dispute our internal administration requirements, to facilitate
Resolution payments and, as well as for matters such as dispute
resolution (HR etc).
There may be instances where we have to share your personal
details with third parties for the purpose of fulfilling our legal
/contractual obligations with regards to;
e providing you with a pension
o Meeting employment law legislation
e Achieving security clearance
e Meeting financial legislation
e Seek legal advice
e Providing company benefits e.g Private Health
Insurance
Following the termination of employment we will keep records
regarding your employment as per our retention policy. This is
in order to process any Finance / HR related queries from
yourself or regulatory bodies.
Other Third Parties
6.4 We may use Personal Data relating to this group as set out in the table below.
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PURPOSE DESCRIPTION LAWFUL BASIS
Administration | We may also need to process Personal Data about your | Consent
& Dispute representatives to meet our internal & external administration
Resolution requirements.

There may be instances where we have to share your
representatives personal details with third parties for the
purpose of fulfilling our legal /contractual obligations to;

e providing a pension

e Meeting employment law legislation

e Achieving security clearance

e Meeting financial legislation

e Seek legal advice
Following the termination of our engagement we will keep
records as per our retention policy.

7. DISCLOSURE OF PERSONAL DATA

7.1 We may disclose the Personal Data that we hold to our employees as well as other third parties who we
engage to help us provide our Services. For example, we use third parties to provide the following services
for the following services:

Email Provider

Host Server provider

CRM / Marketing Database Provider
Pension Provider

Payroll Provider

Security Clearance Provider

HR Advisor

H&S Advisor

IT Support Provider

Certification Bodies

Company benefits — Private medical insurance provider

Any such parties contracted by us will be acting as our Processors and will be subject to strict contractual
requirements only to use Personal Data in accordance with our privacy notice. If you would like more
information about third party processors used by us, please contact us at hello@newpconsulting.com.

7.2 We may also disclose Personal Data if:

7.2.1 we are under a duty to do so in order to comply with any legal obligation, or in order to enforce or
apply our terms of use and other agreements or to protect the operation of our website, or the
rights, property, or safety of us, Permitted Users, or others; or

7.2.2 to any buyer if we sell, transfer or merge parts of our business or our assets. If a change happens
to our business, then the new owners will only be entitled to use Personal Data in accordance with
the provisions set out in this privacy notice.

8. WHAT SECURITY MEASURES ARE IN PLACE?

8.1 We are aware how important it is for us to keep the data we hold about Users and other parties secure and
have implemented the following processes and procedures:

8.1.1 Our employees are required to hold any data which they handle on our behalf securely and
confidentially and are contractually bound to do so.

SF 05 Issue 2 Company Registration No: NI626749. V.A.T Registration No: 214 9248 11. Page 6 of 9
Registered Office: c/o DNT Chartered Accountants, Ormeau House, 91-97 Ormeau Road,
Belfast, Antrim, BT71SH, UK.


mailto:dpo@newpconsulting.com

Privacy Notice

8.1.2

NEW PARADIGM

CONSULTING \ ]

“The Fresh Approach”

We make sure that any data processors we use have a strong reputation for data security and are

contractually obliged to implement adequate security measures to safeguard the data held.

8.1.3
8.1.4
8.1.5
8.1.6

We have physical and administrative security measures at our offices.

There are individual and company boundary firewalls.

Continuously updated anti-virus programmes minimise the likelihood of a phishing attack.
Encrypted file storage solutions with data access controlled on a ‘need to know’ basis.

9. WHERE DO YOU STORE THE PERSONAL DATA YOU COLLECT?

9.1 Typically we store any Personal Data we hold within the EEA or UK and try to only use processors with servers
in the EEA or UK.

. Secure cloud storage (Microsoft) with data centres in the EEA.

. Secure cloud storage (Dropbox) with data centres in the EEA.

. Both Microsoft and Dropbox are signatories to the Privacy Shield Framework.

. isocaas.com — Server based in UK

9.2  We will only transfer Personal Data outside the EEA if:

. the territory has been deemed by the European Commission to implement adequate safeguards;

. appropriate measures (such as model contract clauses) have been put in place;

. the company has registered with an EU recognised framework;

. the transfer is necessary for the performance of the contract with the Data Subject in question — for
example, if Users are based outside the EEA and it is necessary to contact them in connection with
our Services to Users; or

. if we have obtained explicit consent from the Data Subject.

10. OUR RETENTION POLICIES

a. Our retention policies are as follows:

TYPE OF RETENTION POLICY

DATA

Transaction For the life of the client contract + 7 years to ensure that we have sufficient records from
data an accounting and tax perspective

Financial Data

For the life of the client contract + 5 year in case of renewed contract and/or any payment
issues outstanding after the contract is completed.

Emails

Retained for life of the contract with automatic archiving after 10 years

Marketing Lists

Retained until opt out with update and rectification procedure carried out every 5 years

Usage Data
(Including
data stored on

ISOCaaS)

For the life of the client contract + 6 years in case of any dispute arising.

Employee
Personal Data

For the life of the employee’s employment and an additional 5 years in case of any dispute
arising.

Job Applicants
Personal Data

This will be kept for the duration of the recruitment exercise and an additional 2 years in
case of any dispute arising.

Third Party
Representative
Personal Data

This will be kept for the duration of our engagement with this party and an additional 5
years in case of any dispute arising.
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11. RIGHTS OF A DATA SUBJECTS

11.1 Data Subjects have the following rights against the Controller in respect of Personal Data held by the Controller
which relates to them.

(a)

(b)

(c)

(d)

(e)

)

(9)

(h)

Right to be informed: the right to be informed about what Personal Data the Controller collects and
stores about you and how it’s used.

Right of access: the right to request a copy of the Personal Data held, as well as confirmation of:
) the purposes of the processing;

o the categories of personal data concerned;

. the recipients to whom the personal data has/will be disclosed;

o for how long it will be stored; and

o if data wasn't collected directly from you, information about the source.

Right of rectification: the right to require the Controller to correct any Personal Data held about you
which is inaccurate or incomplete.

Right to be forgotten: in certain circumstances, the right to have the Personal Data held about you
erased from the Controller’s records.

Right to restriction of processing: the right to request the Controller to restrict the processing
carried out in respect of Personal Data relating to you. You might want to do this, for instance, if you
think the data held by the Controller is inaccurate and you would like to restrict processing until the
data has been reviewed and updated if necessary.

Right of portability: the right to have the Personal Data held by the Controller about you transferred
to another organisation, to the extent it was provided in a structured, commonly used and machine-
readable format.

Right to object to direct marketing: the right to object where processing is carried out for direct
marketing purposes (including profiling in connection with that purpose).

Right to object to automated processing: the right not to be subject to a decision based solely on
automated processing (including profiling) which produces legal effects (or other similar significant
effects) on you. We do not carry out any automated decision-making process.

11.2 If you want to avail of any of these rights, you should contact us immediately at hello@newpconsulting.com.
If you do contact us with a request, we will also need evidence that you are who you say you are to ensure
compliance with data protection legislation.

11.3 We will confirm to you in writing to acknowledge receipt of any request we receive relating to your rights as
a Data Subject, and we will let you know if we have complied with your request. If having, carried out an
assessment, we believe we have an overriding reason for retaining the data, we will let you know why we
have reached that conclusion.

12. WHAT HAPPENS IF YOU REQUEST US TO STOP PROCESSING PERSONAL DATA RELATING TO

YOuU?

12.1 You may notify us at any time that you no long want us to process Personal Data about you for particular
purposes or for any purposes whatsoever. This may have an impact on the services you receive from us.
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13.

13.1

13.2

13.3
13.4

DETAILS FOR QUESTIONS OR COMPLAINTS ABOUT HOW WE PROCESS PERSONAL DATA
RELATING TO YOU

If you have any questions or concerns about how we are using Personal Data about you, please contact our
Data Protection Officer immediately at our registered address (see paragraph 1.1 above) or by email to
hello@newpconsulting.com. If we are processing Personal Data about you on behalf of Users, we will need
to pass your complaint to Users — we will only do so with your consent.

We take any complaints or criticisms we receive very seriously. We encourage people to bring it to our
attention if they think that our collection or use of information is unfair, misleading or inappropriate. When
we receive a complaint, we make up a report containing the details of the complaint, which we sometimes
term a ‘non-conformance’. This normally contains the identity of the complainant and any other individuals
involved in the complaint. We will only use the personal information we collect to process the complaint and
to check on the level of service we provide.

We will keep records of complaints for a minimum of 2 years.

You may lodge a complaint with the Information Commissioner's Office by following this link:
https://ico.org.uk/concerns/.

Last updated: 23/05/2

Internal Use Only

I acknowledge that I have read and understood the above Privacy Notice.

Signed: Dated:
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